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The Tactical Response

Al have so much happening | just need to fix this one
tactical issue and move on

Al need immediate relief and resolution to the problem |
am having, and the simpler the solution the better

The Typical Answer

A A bandaged approach left for statistically improved
chances of long term failure

AWeakened information stream due to no centrality of
iInformation



Outdated Technology Limits your Ability to
Advance & Improve Efficiency




Donot Let Good T
Hampered by Bad Implementation
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Agendad Strategic Decisions

Mecision Drivers

A/ideo Surveillance a Brief History
Aey Challenges for IP Cameras

A everaging Current Investments
AChoosing an IP Camera

Arends and a couple of solution sets
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Drivers toward IP Cameras

MMore Live Camera needs

A Away from purely forensic use of video

MReduce Total Cost of Ownership

A ROI i reduce truck rolls to remote locations

AERC CIP

A Its coming

AConvergence onto the Network

A Marketing hype or a real trend
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NERC CIP

Compelling Event for Utilities
|dentification of Critical Cyber Assets
Plan for Cyber and Physical Security
Compliant by end of Q2 2009

Auditable by end of Q2 2010

Need 12 months of history
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Video Survelllance a Brief History

Analog System

A Analog Camera
A BNC Cables
A DVR

AP Enabled i Analog manufactures call it IP
A Analog Camera

A BNC Cables or LAN

A IP enable DVR/NVR i Digital Storage

AP
A IP Camera
A Server Based Storage and Management

A API, Distributed Storage, Centralized management
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Converged vs. Networked vs. Digital

Z ; — B
A Converged -
Interacts with other devices and %
applications to create new value/uses; la ooy
multi-application/multi-user group ——
——
A Networked Digital __ i
i i
Uses common infrastructure, ¢ ¢ ;\'\o
NnShares the Wireo, I|z2mai n;: 0\é
single purpose Q/A

A Digital
Repetition and conservation

of the source with full
control over fidelity
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Some Key Challenges for IP Cameras

A_arge Investment in Current often Analog Technology

A Demand to Leverage sunk cost Investments

MRepeated request to put fisomet hi nit

A Analog system that is IP Enabled
AJnknown i How are IP Cameras going to affect my Network

A ow Bandwidth to remote locations
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Leveraging Current Investments

ACameras i Good Location? Good Camera?

A Encode Analog stream to IP

ACabling - Good Location? Old Camera?

A Buy a new Analog Camera and encode to IP
AOVR i
A Some have to be retired

A Some can be bridged into IP stream
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Choosing an IP Camera

Aicture speak louder than words

Adowever, more than a beauty contest
A Risk Management
A Business Case

A Network Impact i QoS, Live feed, Archive
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Features

A Super Dynamic, Wide Dynamic

DockSplit640.wmv
A Auto Track

Auto tracking.wmv

A Intruder detection

Intruder detection.wmyv
A Object Detection

Object detection.wmv
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Bandwidth Considerations

AResolution i
A 4CIF, 2CIF, CIF QCIF

A-rames per Second (fps)
A 307?

ACompression i
A JPEG, MPEG, H.264

it Rate
A Bits per Second
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Storage Considerations

AResolution
A 4CIF, 2CIF, CIF QCIF

Arames per Second (fps)
A 30?

ACompression
A JPEG, MPEG, H.264

Aarchive Days

A Risk management Policy
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Network Considerations

MBandwidth 7 Live Video vs. Archive
A Centralize Live video

A Move Archive storage to the Edge
Auality of Service (Qos)

A/LAN
A Separate VLAN for Cameras

Aower over Ethernet (POE)
A Switching
A Injectors
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Project Design

KBecurity or Facil

A Make them clarify
A Where?

ANhat are they trying to accomplish?
A Archive

ALive Feeds

A Risk Management Policy

A Security Concerns

A Fulfill Executive Directive

t

€S

team says

/
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Trends

AMoving capability to the edge

A Storage

A Analytics

A Applications
AMotion Detection

AFollowing an Object
ASoftware vs. Hardware

Keature sets

A Cameras becoming web servers
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Solutions Sets

/GE Vision

ICisco Vision
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Analogue Field devices architecture

Encoder
g -
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GUI/SDK Control Center
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Hybrid architecture

Encoder Software Decoder

|
Q_‘-}" IP Cameras | ( IP Cameras l.F
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Hardware Decoder }: }

VisioWave
GUI/SDK Control Center

\_, Encoder

ideo Recording Server
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Full IP architecture

Software Decoder

:
IP Cameras | ( IP Cameras l.[»J

&

VisioWave
GUI/SDK Control Center

ideo Recording Server

VisioWave

Video Recordm Unit i i
g Central Configuration Video Content Analysis Server

Server _




How do we make this work?

Cisco Digital
Media System

Cisco IPICS l
Cisco 3200  igmmn ) Cisco Video
Series Router ta‘é\ Surveillance
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Cisco Digital
Media System
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